Introduction

The name of this project is Squeak. Squeak is a command-line chat room application that allows users to type and send text messages using a simple command-line interface.
How it works

Squeak works by having a server which hosts the chat room and clients which connect to the server in order to send messages to each other. 

Connections
The server accepts incoming connections from clients on port 60012. Accepting client connections in done in a thread solely dedicated to the task. Once a client connection has been established, the server spawns a thread to handle all communication with that client. Similarly, the client spawns a thread to handle all communication with the server. The client will immediately request the username it wishes to use. If the username is already in use by another client on the server, the client is rejected and the connection is dropped. If the username is not in use, the client is accepted and the server will begin accepting and processing further requests from the client. 
Client/Server Communication

Communication between the client and server and handled by sending binary messages which have the following format (all the fields are converted to an array of bytes/chars and the contents of the array are sent over the socket):


int

id;

// id of message


int

len;

// length of data


char*

data;

// bytes of data being sent

The id field can be any of the following enumerated values:

enum NETMSG_ID

{

NETMSG_ID_TEXT,

// chat text

NETMSG_ID_FILE,

// file data

NETMSG_ID_REQUEST_LOGOFF,
// client request to logoff server

NETMSG_ID_REQUEST_LOGON,
// client request to logon to server

NETMSG_ID_REPLY_LOGONREJECT,
// server reply that client logon request was rejected

NETMSG_ID_REPLY_LOGONACCEPT,
// server reply that client logoon request was accepted

NETMSG_ID_REQUEST_USERNAME,
// client request to change username

NETMSG_ID_REPLY_USERNAMEREJECT,// server reply that client username change request was rejected

NETMSG_ID_REPLY_USERNAMEACCEPT,// server reply that client username change request was accepted

NETMSG_ID_REPLY_KILL,
// server reply that client should be kicked off the server

NETMSG_ID_REQUEST_BLOCK,
// client request that another client should be blocked
NETMSG_ID_REQUEST_TRANSMTD_PUBLIC,
// client request for public transmit method (the default)



// i.e. messages from client will be sent to all other clients.
NETMSG_ID_REQUEST_TRANSMTD_PRIVATE, // client request for private transmit method



// i.e. messages from client will only be sent to one other specified client.
NETMSG_ID_REQUEST_FILETRANSFER,
// client or server request to transfer a file

NETMSG_ID_REPLY_REJECTFILETRANSFER,
// client or server reply that file transfer is rejected

NETMSG_ID_REPLY_ACCEPTFILETRANSFER
// client or server reply that file transfer is accepted

};

The len and data fields will depend on the value of id as shown in the table below:

	id
	len
	data

	NETMSG_ID_TEXT
	length of text string + 1
	string of text

	NETMSG_ID_FILE
	size of file
	file data

	NETMSG_ID_REQUEST_LOGOFF
	0
	0

	NETMSG_ID_REQUEST_LOGON
	0
	0

	NETMSG_ID_REPLY_LOGONREJECT
	0
	0

	NETMSG_ID_REPLY_LOGONACCEPT
	0
	0

	NETMSG_ID_REQUEST_USERNAME
	username string length + 1
	username string

	NETMSG_ID_REPLY_USERNAMEREJECT
	0
	0

	NETMSG_ID_REPLY_USERNAMEACCEPT
	0
	0

	NETMSG_ID_REPLY_KILL
	0
	0

	NETMSG_ID_REQUEST_BLOCK
	username string length + 1
	username string

	NETMSG_ID_REQUEST_TRANSMTD_PUBLIC
	0
	0

	NETMSG_ID_REQUEST_TRANSMTD_PRIVATE
	username string length + 1
	username string

	NETMSG_ID_REQUEST_FILETRANSFER
	filename string length + 1
	filename string

	NETMSG_ID_REPLY_REJECTFILETRANSFER
	0
	0

	NETMSG_ID_REPLY_ACCEPTFILETRANSFER
	0
	0


Note: All strings are null-terminated; that’s the reason for the +1 added to string lengths.
Receiving and Processing Messages
Both client and server receive and process messages the same way (of course, each will handle different messages and will process certain messages differently); within the thread that handles communication with the client or server:
1. Data is received through calls to recv(…). Calls to recv(…) are repeated until all the bytes of an entire message are received. The bytes are placed in a queue. The size of an entire message is defined by: 4 bytes for the int representing the id + 4 bytes for the int representing the length of the data + the length of the data.
2. Once all the bytes of a message are received, all the bytes for the message are popped from the queue, the bytes are used to fill in the data in a message object (NetMsg struct), and the message is processed by a call to SqueakClient::ProcessNetMsg(...) (for a client) or SqueakServer::ProcessNetMsg(...) (for a server).

3. Any needed replies are sent within the same thread through calls to send(…) within the ProcessNetMsg(…) method.
Using Squeak
When Squeak is started, the user will be presented with the system prompt (SYSTEM>). This is the default prompt that is displayed when a client is not running. From all prompts in Squeak, commands can be entered by first entering the backslash character (\) followed by the command. If the backslash character is omitted, Squeak will attempt to send the text you have typed to a server. 

The first things a user may want to do after starting Squeak is to start either a server or a client. The user can start a server with the command \initserver. Note that starting a server creates an instance of both a server and a client, and the initialized client will automatically connect to the server on localhost. Once a server is running it will begin to listen and accept client connections and, once the connection has been accepted, will receive and process messages from these clients.

The user can start a client with the \connect <host> command, where <host> is a valid ip address or hostname. Once the client successfully connects to the server and the server accepts the client’s username, the client’s prompt will change to reflect the username of the client. For example, if the client’s username is bob, the client’s prompt will be “bob>”. When a client types a string at this prompt it will be sent to the server. Text messages sent and received from the server will all show the client’s prompt followed by the message.
If the server rejects a client’s username, the client can change his username by using the \requser <username> command. When not connected to a server, the username change request will always succeed. Note, by default, Squeak will assign a client the username: user + a random number.
Once a client has finished his session, he can disconnect by using the \disconnect command. To shutdown a server, the application must be terminated, which can be done with the \exit command.

In addition to the standard functionality of sending and receiving text messages, more commands are available which can alter the behavior of Squeak. The following list shows all available commands and their function:

	Command
	Function

	\initserver
	Initialize a Squeak server and client. The client will automatically
connect to the server.

	\connect <host>
	Initialize a Squeak client and connect to the specified IP address or hostname.

	\disconnect
	Disconnect a client from the server it is connected to

	\requser <user>
	Request a new username. If a client is connected to a server, the server
must validate the name change. If the client is not connected to a 
server, the name change will be processed immediately and succeed.

	\private <user>
	Send all subsequent messages to the specified user

	\public
	Send all subsequent messages to everyone connected to the server. This is the
default mode.

	\sendfile <path>
	Send the specified file to the server, which will either reject or accept the transfer. If
the transfer is accepted and the client is in private mode (see above), the file is
only sent to the user the client is communicating with. If the client is in public
mode, the file is sent to everyone.

	\reqblock <user>
	Send a request to the server to block the specified user. 
Note: This simply shows a message on the server, there is no reply from the 
server

	\ignore <user>
	Ignore all incoming messages from the specified user.

	\unignore <user>
	Un-ignore all incoming messages from the specified user.

	\kill <username>
	Kick the specified user off the server
THIS COMMAND CAN ONLY BE ISSUED ON THE SERVER

	\killall
	Kick all users off the server
THIS COMMAND CAN ONLY BE ISSUED ON THE SERVER

	\block <username>
	Kick the specified user off the server and block his IP address to prevent him from
reconnecting.
THIS COMMAND CAN ONLY BE ISSUED ON THE SERVER

	\exit
	Exit Squeak


Compiling and Running

Platform: Win32; tested on Windows 2000 and Windows XP Professional

Compiler: 

VC++ 2005 Express was used; however the source should compile with VC++ 2002, 2003 and most other Windows compilers. 

Note: The compiler and linker must be able to find the Platform SDK to include the winsock headers and link to the winsock library file. Most compilers come bundled with a copy of the Platform SDK, but VC++ 2005 Express doesn’t. 

Note: The winsock library file is linked in with: #pragma comment(lib, "wsock32.lib"). If a compiler is used which does not support this pragma, the linker must be setup so that wsock32.lib can be located and linked in.
